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EXECUTIVE SUMMARY

TITLE: Data and Information Integrity in a Distributed Environment.
AUTHOR: D. Carl Abernethy, Jr.

The F0's will be the era of Information Management in
Computer Processing. Infarmation Management demands the integrity
of data and information that vie process and handle. As we move
inte  this new age, we are losing the ability to ensure integrity in
a distributed processing environment. This is due in part to the
proliferation of terminals, workstations and the advent of
retworking as we maove <Fr0'm a centralized approach to data
processing and data—basing.

Integrity is more than a security issue. It encocmpacsces
accuracy, correctness, and validity of data. Database development,
database management sycstems, nétworkzing of terminals anrd systems,
and the distributed environment of software and information
cocmpound integrity concerns.

Until we recognize that information 1is our most precicus
resource, we will 1gnore the importance of integrity concerrns and
their impact on the computer world. This paper will address thece

lssues.

111




BIOGRAPHICAL SEETCH

Mr. Abernethy has been an employee of the Department of
Defense, NSA, for 26 years, and holds the professional certification
as a Computer Systems Analyst. Within the computer science career
field, his experience and e:xpertise centers upon software
devel spment, specifically, in the area of applications development
vice systems software.

In his most recent assignment, Mr. Abernethy co-chaired a
Data PFlanning Element that was responsible for developing a focus
plan for ADP develop;nent. He co—-authored the publication "Data
Distribution Strategies for the 1990's." While, the planning element
produced reports that ultimately resulted in the reorgamzation of
ADP  support for the largest analytical group at the Agency.

Mr. Abernethy’s background includes warking as a programmer
developing analytical applications and as a computer systems analvyst
designing systems and databases in support of the Agency’'s mission.
He served as a senior computer scientist in several aresytical
groups, recsponsible for operational development and <cuapport of
applications and systems for those groups. He also serwved the
Agency as a Division manager for the Computer Rescurces Management
and Programming Division, an Analytic Support 0ivision, and a Special
Frocessing Support Division. He has befrn recogm:s-ed +or hs
accomplishments 1in each of these areas. He is currently a student

at the Air War Collegs.

1v




Chapter

—
» et

INTRCDUCTION, . . . . .,

IN

-
mn
("]
0L
—
—
Y
.

INTEGRITY COMSIDERATIINS.

SECURITY COMSIDERATVIONS |
DATABAREES AMD DATABRSE MAMAG

MET
cre

WOEE NG, o 0 . L ..

i

1
s

L&
[N
o
-
ea
[
(S a]
[
—
m
-t
m

HY TRONMIN

Li37 D5 REFERENCZZ. .
Y

=

-1

[;fl

w)

(IVI

m

v

b

[ua]

[N

i)




CHAFTER 1

INTRODUCTION

-

This 1s the information age. With the advent of computers,
computer svstems; the proliferation of terminals and workstations,
networking and distributed processing, the need to ensure the
integrity of our data and information is becoming critical. We are
peing inundated with millions o+ bits of data that cemputers can
store and pass at ever increasing speeds. To alter the
arrangement of or remove any of these pieces of data destroys the
original thought, convevying a different meaning or none at all.
Ferhaps the easiest way to remind ourselves of the importance ot
integrity 1is to reflect on the childhood game of "telephone." A
rumber of people stand in a circle. The first person whispere a
story to the person to his right and this process is repeated untal
thee story 1s  passed arcund the circle and repeated back to the
criginator. We all know that the story is  changed or may be

completely different. If the meaning and liter=l constructs or the

il

tory could be maintained without change as 1t passes from  cne
cerzorn to  the next regardles=z of the rnumber cf perscns in tke
chain, thern we have 1nformation integrit-.

Although computer security has teer an i1mpcrtart

requliremnert in the military since computer use began, it has been




only uplicitiy recognized in  nonmilitary government and business
since the late 1960’s. Data and information integrity, on the other
hand, are Jjust now bDeing recognized as part of the security
environment., Additionally, the disclosure of information to someone
not authorized to see it i1s a major focus of governmental and
military security and has been a concern since long before the
invention of computers. The '"Department of Defense Trusted
Computer System Evaluaticn Criteria” documents the requirements +or
secure computer systems at various levels. Still, no standards or
guidelines are forthcoming in the area o+ integrity, even though 1t
is re=cognized as a problem.

To protect our most precicus resource adeqguately, we need
to understand integrity and its implications and constraints in
ceveral environments. This paper will provide a working knowledge
af i.ntegrity, its relationship to security, databases and database
management systems, the impact of integrity in networks and the

disrtriputed environment.
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CHAPTER 1II

INTEGRITY

What 1is data integrity and information integrity” To grasp
these ideas and the seriocusness of the problems we face, one must
understand what we mean by integrity in both contexts. Most people
in the discussicn of integrity interchange the worde data ;nd
information. We should understand the distinctions between these
words. Yet, im the discussion of irtegrity to follow, thece
distinctions are not critical to understand the importance o+ data
and information integrity. I also will take the liberty of
interchange once the distinctions are clear. To continue to
gifferentiate between these terms will be cf little benefit tc the
reader as we develop an understanding ot integrity in the computer
environment.

For my purpocses, I will consider a datum as the lcowest or
=mallest element of an informaticon chain. By that I mean, a datum
will  represent the smallest phvsical element of unique value waithin
a frame of reference. For e:ample, 1f we consider the written
wordsz  of this article, the informaticn chain would be the articls, a
chapter, a paragraph, a sentence, and a word. Words then become

the data =2lementz within this +rame of reference. By chaining woras

together we create i1nformation to convey different thoughts. Yet,




in a different context, we know that letters comprise words and
within a computer the binary representation of a letter consists of
a umgue string of I's and O's. In a graphical sense, hundresds of
dots which when physically aligned in an agreed upon faormat
represent a pictorial pattern we call a 1 or Q.

What then is infaormation? Captain Jackson, Chief of the
Technolegy Integration O+ffice, Air War College, Mauxwell AFE, Alabama,
has postulated that "a common definiticn of information is the
meaning humans assign to data. That is datum has n.D meaning by
itselt but when put together with other datum then there is meaning
to the perceiver.' (1) The point being, a frame of reference or
agreed upon standard and level of precision must be defined and
approved. Approval needs to be by all parties concerrmed with the
data elements or groupings of those elements that comprise
information.

Integrity can be detined as "those gualities which give data
and 5‘/5tém5 both internal consistency and a good correspondence to
real-world expectations for the systems and data. Frimarily, the
expaectation of integrity means that systems and data remain

predictably constant and change anly in  highly controlles and

structured ways. This concept of integrityvy i1s tied to both an
int=rnal and an external consisternt standerd. (2:18) Anotner
definition {for data integrity is "the state that exists when

computerized data is the same as that in the =source documents or
nas  been correctly computed from scurce data and has not been

gxposed to accidental or malicious alteration or destruchicn.’ (T:75




Fonda Henning and Swen Walker expressed the best
encapsulation of the integrity concept in their articie "Data
Integrity vs. Data Security: A Workable Compromise." They identitied
six functional areas:

3. How correct we think the intormation is,

. b. How confident we are that the information s from  1ts

original socurce,

C. How correct the functioring of the process is,

d. How clos=ly the process function correspends to  1its
designed intent,

e. How confident we are that th= information in an object 1is
unaltered, or was correctly wodified, and

f. How correct the information in an object is. (4:335)

We have defined data and information. What then 1s the
process Tat Henning and Walker allude to? Frocess can be defined
as the desired intent of achieving the same results i1f the same
code (software) executes repeatedly with the same input. ble rely
and expect the operation of ocur computer systems to run properly
witthh krniown and reliable results. That the correctness of the result
can be guaranteed. We classify this as system integrity. Yeit, fwe
areas of concern are immediately identifiable, the electromechanical

evice (the computer - hardware) and the set of instructions {code -

Q.

software) that execute on the system. Manufacturing integrity and

-

the consumner market assure us of hardware reliability. The user or

cornsumer must then enzure that the operating ernvironment r=ils

within the manufactures’ cspecificaticons to maintawin e noaarile,
be nov begin to understand the high cocst of  software  dgeveiopmant
N termes of time and mone.. Thwe oresation of nstruchicn setz That

P
—

Wi produce decirzd, aczurat2 results on dats
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meticulons  work. Siipshod procedurecs  and lack of Ztanoarde cor

contrels induces errors in the software development orocsss that
sigm+icantly impact the integrity of the resulting prodict ot the
instruction set axecuted. Developers of code must be awars of the
traps awaliting them and resist the tsmptatiorns to produce code that
does not ensure integrity of results. Again, the consumer aarkat
cohtrols  cemmercial software and the demands cof the wssr- contrcl
the evolution of internally developed code.

integrity in cw content embodies accuracy, correctness, and
«ta. The dominant problem of integrity is the procoiem

of erzuring that ths data is accurate. We mucet protect information
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it data entry, by mistakes made bty people maripulating
the data o©r by people operating the system. Frogrammers make
errors, s,stems fail, and even delibterate actions are taren to

tal

[}

1ty data. be must maintain internal concicstency. The simoiest
wa, 1= to orevent data mcedificaticor. Given that change must  occur
ther: "*he primary ascurance of integrity 1s  the knowisdge of
zuthorship.” (2:17)  Two other internal consistency contreis  are

applicable. Cne is to constrain change through the execution ot

L

pzcified software that certifies the change of data only i a
ipecific way. Secordly, to ensure change only ccours  when
cerfcormed by, two different pecople  authenticated to perrorm tine
chiange. We define thi= as partitien cof change. i2:17Y rHost
impertanti., wher =2  consider integriny, we alzo must  mnarntaan

e ternal cocnzistercy.  We must enzure the resultant cutputs cr our




processes match with the expectations and relationships o+ the
cutside world and refiect exactly those that existed outside the

camputer.




CHAPTER III

INTEGRITY CONSIDERATIONS

One basic responsibility of an organization’s management 1s

to take appropriate and reasonable measures to protect all 1ts

0

0sSsessions. That responsibility msust include 1tz informaticn

=
=

0]

1y

ets as well. We ornly now are beqginning to realize that it ie as
impeortant to protect an item of information as 1t 15 to protect
meney cr property.

There are typically $five areas of cancern that historically
we consider as security related but are more specifically concsrns
of integrity: fraud, loses of confidentiality, inadvertent damage to
cata, malicious tampering, and physical damage to hardware. Tress
apply to any type of computerized operatiorr where 1integrity 1=
important.  Suwurprisingly ercugh, employees cauvuse most of the damage
i these five categories not outsiders. Yet, the prescs often
smphasizes trhose few crimes perpetrated by crimirals and nackers.
The larger the orgamzation, the more chance eusts for groblemse 10
The  arga o+ anadvertent damage to data, malicious tamperinc. and
vossibly phyzical damage to the hardwars. (5:60

One  =xample  typifies a problem that led to some =ariier
crosecuted casee of Ccomputer fraud. The gproblem of aubcmnanic

posting of interest rates to bank acocounts wnthout ecstablished




standards or levels of precision. Consider what happens when vou
divide 22 by 7. This may be represented as Z.14, Z.143, 31429, and
it goes on. The differences may be subtle, yet, exploitation o+
these differences reprecented hundreds of thousands ot dollars  to
clever crooks before the arrival of standards.

There has alsc heen some concern expressed that large
corperations and even the people within them will not alwavs act
with the public interest in mind.

Feople wiio have had technical educatic - earen't often
well-vercsed in the ethical and social implication of how they
use the technology. . . . Others take a more optimistic view.
They stress the two points that 1t is not information
technology that creates the problem but the choices that are
made on how to use it, and that most problems arise because
the new techniques have arisen in a framework of old
institutions and attitudes. (6:21)

What position you happen to take really makes no dirference.
Infocrmation is  important and it 1s as equallv important that we
mrotect 1%, The idea of treating information as an asset or more
zpecifically & ccmmodity to  be valued is new. Unfertunatsly. we

ittle enperience in dgealing with this idea. Fart c+ the

Kit
~
o
pood

croblem st2ms from information having some unique characteristics.

- It can be reprcduced, guickly and at icw cost.

- then  information is stolen, you are not usually deprived of
itz use. What you lose instead iz the exclusive right to w=sse
conficenti1al information.

~ informaticn can be transperted instantly to nearly anvwhere.

-~ It wvalue 1s determined by its useful lifte, sometimes verw
brief.
- It value does not add up. Two coples or tne same

information are not normally worth much more than cne copv.

These uanigue characteristics have created manv probiems  in
& legal, social, anrnd business system that 1z neot et
geared to cope with the new order. Qur institutionse =t:ll are




oriented primarily toward

the commercial exchange ot tangible
products and services, not to the use——and misuse-—of
infermation. (6:21)

The dratt paper on

—

"Trusted DEMS Interpretation” =states

that "integrity qguite often impacts security and

that security 1
necessary to

L provide socme aspects of integrity.” (7:2)
discussion of integrity intuitively leads to a discussion of
security. Especially, those aspects of security that invelve
integrity controls. In the next chapter we will consider computer

security and the i1mplications of information integrity.
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CHAFTER IV
SECURITY CONSIDERATIONS

Computers have become indispensable to almost every form
o+ medern tusiness and government. This has led not only tc  an
increase 10 the potential for misuse of hardware and scttware but
computer data. "As the importance of computerized data increases
for virtually every business, so does the danger to the secur:ity ot
that data. D[Cata is under assault on a number of +ronts, and

tiguring ocut how to protect it is getting harder and hargder.' 3:176)

The people who create and worbk wirth computer products nave the
capabiiity to alter or delete information stored in computer=sz or to
creazte totally new infocrination. The security of trhas information,

and other data cstored in computers, is wvitzl., Computer securitsy

zncompasses  the integrity, precervation, authorized use, nc
zonfidentiaiity or data. This starts with its generation, thrcugh
tts =2ntry into computers, automatic and manual processirg, cutput,

=t

[a]

rage, and finally it=s  uce. A primary notive for computer

security 1 orotection from interntionally caused loss. ricwever, the

il

mews  media  frequertly hiztort=s computer crime  ars! = Guic: 2

puclicice 1ts ccourrence.

"To a gocd approamation, every computer in tire werid 1
czimected tc every computer -——  with few exceptions.?
Fobert  Morrie, chiet scientist at the Matioral Security rRgence..
Trrat lewel of sharing brings with 1t both grezat berefits and

i
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serious problems. Computer users can share information,
resources and processing power. However, using the same links,
they can destroy or alter a rival's data, eavesdrop on private
communications or pass on insidious computer programs capable
of proliferating like viruses, overwhelming networks and taking
over computer operations. (9:199)

Now is the time to realize that we must devise a btasic
orogram that will guard our information. Computer securitv play=z an
integral role in establishing that protection. With the proliferation
of personal computers (FCs) the security oproblem is becoming
intolerable. It is common for FC users to pass arcund copies of
software or down load programs frem electronic bullietin boards.
The ease with which this transfer can cccur portends disaster from
the inzidious deployment of computer viruses. Having many FC=
networked together raises the spectre of malicicusness tc epidemic
proporticns.

Tom Marnuel hacs identified two distinct  kinds o©f  security
trreat. "Hesides the older, =ver—present threat of equipment of
software failure {and the related threat of damage dcne Dv

irenperienced users), there is now a very real threat +rom malicious

wser=. That problem, in turn, breaks down into two separate

probiems —— keeping malicious outsiders off  the =ystem,  and
creventing  disgruntled or crimnally inclined emplovess +rCm
atzacking 1t. 13B:1Z7)

What aspects of security need to be addressed” The
intezarity  1ssues that are directly interrelated to security Wil De
idizntified.  Arccess is the first security preblem that  the  average

ercounter=. It 15 as necessary to limit who mav use a

-
il
%

i
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particular computer as it is to control the storage and retrieval
of that information.

Control of the physical environment is the imtial security
access mechanism to the computer and ultimately the data. Tre neut
level usually involves the use of passworde. While the use of
passwords has historically been thought of as an adequate secur:ity
neasure, traditional password systems alon2 nc ionger provlée the
necessary security for many commercial, government, and military
sctivities. We now nreed more reliable methods to identity a
zpzcific user of a sycstem not just someone wiho has accecz to 1t.

We +find that many operating systems do not store pasewards
irn encryptad files or databases. Gaining access to a sycstem mavy
gain  you access to  passwords  that in turn provide access to
zensitive data. This scenario may permit jumping from one =svst=sm
ts  another within a network. Access mav be obtained to systems
for which you have no access rights f{e.g., an uncleared uweser may
Jain accz2ss to a system containing ciassified infermation or sccase
to data of a higher classificatiorn than authorized).

Fetaimirg a =zingle user password +or long pericds of htime,

invite= erthar misu

[

e or attack. The soilution would be to crange
Cazzwords dsmamicall 4 atter each use. There 1s auncet SO
opsorturity Lo gain access ang use the password later.

bie ailso must corsider the human aspect of pascwuorc usa.
How mary nanagers let thelr secretaries use thelr pascwcerds  to

retricss electront: m=211" Do we share passwords tg 2a=ze continmesag

_1'_"....




operation at vacation time? How many of us routinely employ
tamiliar personal details, such as birthdays, names of children, or
simplified patterns for our passwords? These simplifications
subvert the intent ot password systems and make it significantiy
easier to access a system maliciously. It seems that the more
difficult & password i1s to guess the more difficult 11t 1  to
remember. i+ 1t is difficult to remember, we tend to write 1t down
and again subvert the intention of password use on a computer
system. Over reliance on a single system for accesce 1s foolhardy.
Wwe now have other methods in addition to password use to veritfy

access. These are cemmonly called authentication svstems or tecste.

I+ users were reguired to pass a combination o+
authentication tests, unauthorized commandeering of other users’
privileges would be caonsiderably restricted. The different

methods for achieving this combination,; technically known as
"entended user authentication,” fall into five categaories. Thece
are: something users know (like passwords), something users have
{like magnetic cards - tokensi, something users are (like
+fingergorints), something users can do (like sign their name), andg
somepiace users are Gmplemented via terminal identification
codes and other more secure mechanisms)., (149:18)

4
-+

we are to consider the acquisition and employment of
avtherticztion technelogiez ard systzmse we must be aware of the
ITET. The actual purchase and installation costs pale oy
comparison to the costs associated with defiming user pr:ivileges,
zducating wusers, the life—-cvcle coshs of maintaining the data bacse,

and hamgling of  problems. Given that noc  csecurity =system 13

I}

urbeatable; authentication schemes cffor o positive step forwara to

voe braditional password s,y ztems.




Modification of information, and whether the modification
results in information that is in some sense consistent or correct,
are aspects of integrity. Fermission to change or authorization to
modify 1s an aspect of security control that may lead to a breach
of data cor infcrmation integrity. e divide authorization into two
—ategories. The first is mandatory integrity authorization, which
deals with integrity classifications reflecting importance o+ data,
and clearances reflecting user trustworthiness. The second 1is
discretionary 1integrity authorization, which we base on a user’'s
need to medify information. Both mandatory and discretiorary
integrity controls can protect da;‘.a from malicious tampering anc
destruction. These controls alsc; protect from accidental
modification ané destruction through ngrator error or faulty
sottware., (Z:1264)

Whether we consider a <ingle weorkstation connected o a
computer syste:'n or many worksta%tions connected to a networt, the

ccess  problem=z  are similar. 3Security problems on the cther hand

0

-

1
i

not. HNetworlts offer many averues of access to data to  manvy
people. Some of which may be sophisticated enough to subverrt the

zcurit, systems. Secuwrity polices must be in place to prevent

N

the natural disaster or the malicious attack that either hringse a
neztwort down or rectrictz access to the databases. Shawid  eeach
node  of  the network maintain 1ts duplicate database™ Diztributed
debabasing techniguesz mayv  offer &  solution. Anvhow, a  acca

seczurity plan will include provision for disasier recover.




In general, security systems will control, through use of
specific security features, access to information. These systems
ensure that only properly authorized individuals will have access to
read, write, create, or delete information.

Systems that employ sufficient hardware and software
integrity measures and permit processing of a range of sensitive or
classitied information are trusted computer systems. The
Department of Defense Trusted Computer System Evaluation Criteria
identifies six fundamental computer Security Requirements:

SECURITY FOLICY - There must be an enxplicit and well-detined
security policy enforced by the system. . . . there must be a
set of rules that are used by the system to determine whether
a given subject can be permitted to gain access to a specific
obiect.

MARKING - Access control labels must be associated with
obijects. . . . 1t must be possible to mark every object with a
label that reliably identifies the cobisct’'s sensitivity level
and/or the modes of access accorded those sublects who mawv
potentially access the object.

IDEMNTIFICATION - Individual subjects must be identified. =zach
access to 1nformation must be mediated based on  who 1s
accessing the information and what classes of information thevy
are authorized to deal with.

ACCOUNTARILITY - Audit information must be selectively kept and
protected so that actions affecting security can be traced to
the responsible party. A trusted system must be able to
record the occurrences of security-relevant events in an audit

log.
ASSURGMECE - The computer system must contain
hardware/software mechanisms that can be independently

evaluated to provide sufficient assurance that the svstem
enforces the requirements previcusly menticned.
CONTIMUDUS FROTECTIONM - The trusted mechanisms that enforcze
these basic requirements must be continually protected against
tampering and/or unauthorized changes. (7:2

The guidelines provided are meaningless i1f no one is willing

e take action to implement security practices. Cver the FERrs,

public ignorance of i1nformation processing and the technology

‘16“




associated with the computer revolution has been an important part
of cecurity defenses. With the ever broaéening base of a computer
literate workforce and sophisticated users, the threat of abuse is
increasing. Implementation of effective security procedures anrd
controls  will only occur with management’'s commitment and support.
However, the most rigorous security capabilities can be underminesd.
even if controls and procedwres do exist, but lack substance.
Frotection of corporate information iz the responsibility of all
members of the organization, and becomes mcore critical as the era
o+ distributed processing is upon us. It is our responsibility o
ce more diligent as we build our databases and emplovy database
management systems that control the accessibility of our

information.




CHAFTER V
DATABASES AND DATABASE MANAGEMENT SYSTEMS

What do we mean by database or database management
systems (DEMS=)? A database is a collection of information that is
related or logically connected. It is organized in such a manner
that data may be retrieved at wiil. Databases stored on computer
systems are often referred to as files.

DBEMSs are defined as sotfttware packages that permit muitiple
tiles to be accessed or used simultanecusly. Most DEMS packzges
include a programming language to design specific user applications.
Most will have a menu interface that allows simple constyucts or
databases to be cre=zated. DERMS= vary in power and depending wpon
their design (fired or variable length systems) will determine many
o+ their capabilities. Systems based on a fixed length construct
will  waste storage space and impose constraints on record or field
zize. Fesponse time (time needed to access data) for verwv large
aatabases could be slow. However, thelr advantage lies in =zacs of
vee arnd are typified by moset commercial svstems. Yariable length

zsstems overccocme space and length limitations. They

b{

re umieally
more comple:; requiring implementation by computer prefescsionals or

highly *traimed users.




Iin the early days of data processing, almost all data was
on removable magnetic tapes or card decks. Security problems
assoclated with uwnauthorized access, manipulatioh, or destructicn
were primarily of a phvsical nature. However. with the arrival of
fixed and removable disk systems, random access procsssing, and
remote computer access (via communications), security considerations
tegan to increase.

Data integrity in the database management sense can G&e
thought ot as the correctness of the data itself. Alsc included
ara any assoclated data structures and information required to

access  the databacse. Locking mec. anisms fer the uvpdate and

additiorn of intormation toa a database are principal concerns  of

database integrity. If a user is updatirng the database, ar
exclusive lcck  mechanism must deny other useres ACCRSES.
Specifically, 1f they are attempting to update the datsbsse or

2trieve information.

-

Today's databacse management systemes (DEMS) are scsentiall
multilevel and multiuser data storage devices. These svstems have
all  the petential weaknesses one might espect from a =ystem
designed or extenszive user sharing. They lack a primars emphasis
on security  or  consideration  for  anformation integraitv. “Tre
dfistinction between the security responsibilities of the dataoass

nanagement  system  and  the operating zsystem 1s not weil defined.
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Tt sec w1ty colicy or the aoperating susteml (Ti249)

_1?_..




The 1inctallation of special safeguards provides sufficient
multilevel acceoss controle for most DBEMSs but not the integr‘ity of
the data. Within the general purpose opérating system environment.
there are two basic types of security policies enforced. Those
that provide some degree of discretionary access control, and thocse
that provide mandatory access contrals.

Discretionary access control 1s "a m@means of restricting

iU
Il
n
]
i}
0

to obiects based on the identity of subjects and/cr groups
to  which they belong.” (7:112) Systems that rely oniv upon
discretionary security policiss to provide a secure environment can
be easily circumvented. For example, a user may be able tc byvpas:
tive DEMS's sescurity controls and access any database directly +rom
the operating svystem. Thus permitting the databacse filez to be
read with conventional file access techniques.

Mandatory access control is "a means of restricting xccess

J

te objects based on the sensitivity (as represented by a laks=i:r  oF
the information contained in the oblects and the formal
auinorization (.e., clearance) of subjects to access information  of
such  sensitivaty.”  (Tiid) Attaching labels to data and reguirinc
clearance autfriorization provides protection for each user. ~ar
=rample, a user canrmbt exist at the top secret level and modiry an
unTlassified file even :f there 1s discretionary access to th2 file.
Ope=rating svetems that enforce mandatory access control policies

aftford the DEMS all the advantages of discretionary access contr sl

arnd add further =securit, controle.

-
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Mcst DEMS  run on top of the computer’'s operating system.
Tr:ey normaily allow the cperating system to control the input and
output functions for all data transfers to the storace medium. The

user receives access to the databases that reside on the svstem

for which the password is valid, only avter authentication of the
cassword.

Even where the DBMS itselt provides control oveis accsss,
the end use of the data cannot be controlled. Thus, most [BEM3= do
not provide sufficient multilevel access control. The crus: o+ the
croblem i1s that most operating system access control mechanizsns
zrly  guard the systemy not the data itself. There neece to te
some degree of access control at the file, record, fieid, ang data
2iement level for read, write, and execute permission.

Database management systems, which first became widsly
ilable =some 20 years ago, are, for many users, the single
Zrucial piece of softwarz they will ever own.

Mmricomputer and mainframe based DBMS packages are s+tten
Zrifticized for thelr incempatible data structures and nflex
wzer wnterfacecs; problems commonly acssociated with micrc—-oa
JBEMSs range from slow performance to their inability ko manaage
scphisticated procgramming tasks. In addition, several =
conc2rr a2 cemmon to  both  classes of DBEMSs: a ot
abizence of data integrity and security functions, the
starndarde, amnd venrndors that advertise inherently nrancrsiational

zysteme as relational. 41:6T)

-

Diztributed detabase management svstems are relativels new
izt aoloyg, and pose new integrity and ‘s=curity problems. Wiz omE e

wwtsider the highly complicated integrity 1=2sues as an intecral ca--

Lr datospbase securit,, ooerating system security, and  cw e a0rh
recurit s A further diccucsion ot datzabases :nd databesinag el oo
wddr 2wcseed n BHe chapter: concermmy Hetworbing and The Tz e




CHAFTER VII

NETWOREING

Computers were ance scarce enough, and limited ernough, that
communicaticn between them was impractical and unnecessary. Stall

as the number of machines and users increased, the use and demand

)

for communications increased. The dzevelopment of high speed data

[

communications for both local and wide area networks resulted from
tre 1ngenious use of hardware and software.

Computere have changed dramatically. Today's computers
bear little resemblance to the minmiceomputers of the 1970°s. Thoee
machines reqguired eptimization 1n areas of memory management, dish
mpulh/cutput (I/0) control, and  terminal /0. Today's machines
require optimization in network access and use.

Technelogy plays an  1mportant role in the security of
communications systems. Lecal area networks (LabMe), alreaay nave

wite use in the Umted States and abroad for limiiing computer cased

=y stems. They represent another aresa of 1nformation techrncicay in
which secoraity snd integrit, issues recelve lhittls attenticri. Lriliz
are czeomug  the ztandard means of unplementing dishricutsc

rfornatlon processing Systems.  Securing  these svstems 1= more

thern 4 matter  of  Convenience. [E 13 a matter o+ survivan, o
irtegrabion of cosputers ard teleprocessing networts fhies  Incr 2asen

e zoope 0+ bthe problea,

—an




When omne person 1s using a single computer +from a locked
raom, thers is no security problem with the possible exception oFf
electronic emanations {Tempest ccncerns). This observatior 1s not
vesetul by 1tself, but focuses attention on the alternate case:
inrormaticsa security gorcoblems arise as access Lo computaers
increases. Bscause a network’'s purpose is to extend access, they

inqherently  1nore2ase  the risk to information secuwit.. It i1s ironic

n

that extended access, the fundamental benefit ot networbing, is also
tne source of risk for accessing data.
it 1= imperative that an organization focus special attention

zn the  nztwerk environment and carefully evaluate the risks tha=

Py
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urigue to that environment. After identitving the riste and

performing a guantitative evaluation or the vulrerabilities to loss.

Y
Il

o=zL berefit analysis wiil decide the protective measur=ce arch

[

zmculd be imulemented. Fret+erably,

+

Nis evaluation needs to e mwade
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wetallat:on of a netwgri. Refrofitting sSecwrity =no
int2grity conbrols to an ziasting networlk can be expensive.

Alinouch network date security has amproved, th2 secur it
crobisem mas  ncect  dizappeared, and it's one that +ew nefwors
asers and administrators can ignore.  Securllty 1lssues regarcind
iy 1 computer tased lccz! area networl=z nave become
a= more and mors large corporat:ons choose Liake o=
alternatives to  hthe  costl, sawntrames and minmcomputers tney

fam e

crele Towored.s 12:1756)
Ten w2ars aqgo the preobabiiity or a2 networt  Sreab -0 was

saac Trongh ihart most o organizations chose to zssume the —13h 26 2

20 iZas il Toe s Koz alter mati, e = an 1 2 s Tmer in
zzoarit o fiow.e Ehiak o risl oivas Leconz boo areat b asouine A pasDiLs




security posture. The freguency with which hackers breach the
szecurity of major commercial, government, and other data centers
iliustrates the escalation of the threat.

"While the level of security you need always deperds or the
application, you can arnalvze vour network’'s security neeas by
perrorming a risk ascsessment based on the Dol's own qguidehines.”
{12:129} Data sensitivity, specifically in the government arens, 15 &
most important issue. '"You will considerably reduce the opportunity

someone Ltc intercept data or intrude on the system, it vou can

[l

“t

avoid any kind of remote or real-time proces=ing on vour retwork. .
. . in tre event of a breach . . . 1f your data 15 zaitsred or
obliterated or your hardware damaged, you can restore the =vcstem

painlessly to cwrrent orF near—current status from vouws baclup
system. (17:141
Yirtually  all of  the  people involved 1m0 a networ:s ara
basically well-meaning and careful. The challenge iz protecting
them and the systa2m from the tiny number who are amaliciocus or
fozclish.  Making 1t unpossible for the latter to carry oun oheur
refarious activities might seriously 1nconverlsnce evervone eize.
We must o seek cut ways  of  controlling  aberrant  afnicities
withcus impeding canmmumcoation. 17:59)
Metworbts pose a unigue challenge for security ang mntegrity
c—orsider stisne. vwe must ensure that only the internded destination

L= e reoipient ot informaticn transmiciec from an. ooclnt o 1n the

vetweri ard rowhesre olzse. we mixst ensure that the IntCcr.naTioa

e e

sl ead A any point 1 a tetwork 1= the same in conternt as nihe

Gata e aremioted hcthing added, notiharg remas ed, ANG (SR ats

Loanioed.  We aust ensure That o all cemponents ot The aetaeces




terminals, terminal corntrollers, modems, nades, data links, and
rtelecommurication lines) on the organizaticns’s premises are
accessible only to empleyees with  authorizced access. Wes aoust
2nsure that the sesnder of the information can verify that receipt
was by {and cnly by’ the authorized recipient. We must ensure that
the recipient of information can verify that the person  From  whom
the commurnication appears to come is really the person who s=nz ic.
be must ensure  that information, while in  transit, canrct e
abserved, tampered with, gor eztracted from the network bv scme
unauthorized person or device. We mucst ensure that any attems: to
cbhbserve, tamper, or extract information from the networt 52 =2n
unauthorized percon or device can be identified. We do this =z thet
appropriate action can be taken to grevent future ccourrence:
nust  ersure  that adegquate  alternate pathse are avaiacle to
transamit information from 2ny point 1n 3 network to any ots

Lo which the need e:s1sts. And finally, we must ensure tnhat 0 tre

=sent that & failur=2 of both the primary and alteriane
communication pathe should ocour an alternate means or
comnunicating  critical  information has beer i1dentifizd, imoiemsnted,
and tested. (13:2000-100)

Wz nesd to e able to nove data and sortwere aros oo
mztunrt to the most logical glace in the user 2nvircnmnent. s
ernnances  productivity and gives  the ueer anore rie abihite i has
Taoabiirties. Distributed datacase s.ochemes can ieap hrosd e £
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vargrmation on all datsbaces on all computers in a nmetwory., buct




they can not guarantee the integrity of the data. "Easy access to
data from multiple, heterogeneous remote database management
systems could become a reality in the not—-to-distant future 1+ an
important proposed software standard movement ceontinues to  gaun
momentum.” {15:37) Jeff Moad is referring specifically toc Remorce
Data Access (RDAY as a standard protocol for accessing remote
databaces. The key 1is that RDA assumecs the use ot a =ingle,
common Structuraed Buery Language (58L) implementation. There i<
movement 1n  thie directicn asz "users are beginning to understand
the importance of a standard like RDAS (15:67) SOL stancdardization
1= not =olving all the problems. Eventually., any user of any tvpe
gf machine i1m a network will have easy access to data storsd on

any other machine in that networlk, no matter which company mnade the

T
by

machine or which operating system 1t uses. FDA  could  prowvic
stardard way to accece databasecs remctely over a networs.
Ferscnal computerz have more compute power toaday  than
ever bLberore. The trend 1s to build s=maller ones with even mors
cower than scones mainframes n cuwrrent use. Metworbting tre=e

rogether *o  only geun accesse o a central storage faciiate 1= not

cistributed processing or distributed databazing. Aithough we zanze

SErICiencles 1in seduction of access fime. we do not attein the Ytras
sstential o+ the distributed envsironment. Thers 15 & “ranmsiticor S
cerschal Conpuiter use espands beyond the personal apephicatiorn 0
hares zefhiaare azs owell as data with frhe mAamnfr ame, vl iz
booaisition indreases oot and compounces the anczorite rscies,

_:_.:’_




This whole problem becomes more complicated 1 the
netwarked multiievel sense in that users at different locaticrne with
different cuthoriczations could well be modifving attributes of the
same data simulitaneously. Hetworking has oniy complicarted the
integrity issuse.

what we are discussing 1= network management. In  practice.
network  management means evaluating hardware techriolcgies witn as
much empbasis on telecommunications capabilitiés as on  sheer
orocessing performance. It means develcping systems level softwars

tecolz that guarantee network secur:ity and create concsistent, ==

it

2 ues2 interfzaces bestween workstations cof different power ouil
around ditferent architectures. It means implementing conrnectivity

standard=s throughout the organization so that users ars free o

revize their applications withgut jeopardizing the company's entire
retwor, Most wmportantl,, the ceErbtralized support center must
the technological and  organizational  ground  rules te guice  thse
imlvigual depar tments and  have  the  authority to snforce rha:

sudelines. I snhort, 1t  neans setting technologlcad &g

rganizational ground rules to guade self-directed computer us=rz=.




CHAFTER VII
THE DISTRIBUTED ENVIRONMENT

Managers today, are eager to bring the latest technologies
into their environments. With the thousands of terminals,
workstations, minicomputers, and mainframes now in use, the need to
masimize the employment of these resocurces and maintain integrity
of information 1s compelling. Many believe that distributec data
proczssing means the spread of computer hardware ard date to
multiple sites within an  organization. Distributed processing 13

really mor=2 then what this implies. "The term distributed . . . 1

1N

properly used to describe a system in which processing 1z shared
among sev=ral (cr many) workstations, rather than centraliced at one
location.,”  {16:77%) This gets closer to a good de+imtion of
cistributed processing, but I  believe Frederic Withing o has

distributed data

pod

captured the true essence St the term. "Rea
processing requires the geographical division of a data grocessing

application among multiple sites. It 1mpliss intercommunication among

tne sites fur wnguires and file updates. and sharwng ot  proces

irnaQ

Ul

(W)

resources, filesy and comples dats bacses." (17:108;
In terms of integrity and security concernse the oistributed
2raranment . prasents seriouvs problems in concurrercy cororol andg

darabaze mocdification. Henming and wWalier have ztateds
g




Locking 1in  the distributed environment bhas to be done very
carefully to avoid demial of service to nonlocal nedes which may
be doing retrievals against a database while another user 1is
c2oing updates. . . . The possibility of compromise incrzases when
data 1= accessed over a distributed system, simply bhecause the
user now has access to more than one comput=r syvstem
available Ffor penetration attempts. Denial of service attacks
are harder to detect arnd differentiate from a ncrmal database
lock on another node or the time spent in network wraffic. The
presarvatior of label integrity and label recognition must  also
be addrecssed. It ics also possible that the problems associateg
with data inference and aggregation will btecome increasingly
more compliex as additional nodes are added to a distributed
zystem. In addition to all of thecse problems, the 1i1ssues of
network security must be considered in the development of the
distributed database management system. (Z:254)

Only now are we beqginning to understand the compleities
and 1mgplications of the distributed database.

In a system runming a distributed dats base. not only  are
there multiple CPRU's; but the data as well may be distributed
over ceveral mass storage devices located at phyvsically
separate sites. The actual location of any 1tem o+ daza dpes
rnct need to be kriown 1n order to make ann nqQuiry, ard  the
process of finding, retri=zving, and storing records trom Loa
cCorrect mass storage cewvice 1s completsly trancsparent TS the
users. 1679

The Loy to success-ul  implementation  of a distributec
datztase 13 the cophistication of the database managenenrt

enecuilve scftware and the operating system. Inforinaticn =tcread at

two or more different sites needs to be trestedg as a si1mgie lcgioal

rt

databasa. The sys=tem zhouwid be able to resolve the problems trhz

It must rnot permit two veers to undete the zame dakb

fr121a or record) a2t the sams btime or to carry cut

g:cbkal changes 1n & file. In addition, the data bace

nust o able to retrieve the regquested datza from any ohvSical
zharage  =zibe, wupdate vt trom  any other location. and tren
“eansart the channes bBaot to the point of origin.g oS0




Fr=deric Withington's definition acknowledges that data
processing 1s an crganizational resource censisting of many areas
of activity. Each activity may bLe executed or controlled by
various individuals at various locations within the organization.
The act of spreading activities, or areas of responsibilities across
an organization is decentralization of computer processing.
Managers need to be careful a&as they try to find outr what 1s
appropriate in terms of degree of decentralization for their
orgamzations. The question, how much decentralizaticn, must b:5

resolved to maxamize the efficiency and use of the computer

U}

resources in a distributed envircnment. This one issue xlorne, ha

created more divisiveness then  any  other. ne  such, & cloce

e

axamination of the causes needs to be undertaken.

We must be cautious as we implement decentralizaticn, for
many periiz await the unwary. I+ you allow two or more depa-tments
~i1thinm yvour organization to develop 1nformaticn svystems and  write
applicaticns, when -yc-u want to  consolidate reports it becomes
J:+ficelt 1+ niot impo=sible. Responsiveness to individual needs
interferes wilth corperate level data collection and analysis. To
eilow 1ndividual degartments to purchase computer bhardware and
speclfy the most re=2ded applications alsao creates problems. Even if
ror centraliced applicationse center writecs the programs to  encsure
—onformance to standards, backlogs iwnevitably occur. Frustrated
ssers beqgin developing applications and  buving <sottware  products

that meet thelr particular needs. One invariapoly ends wibin marny




databases anrd files that are incompatible or cannagt be passed to
the central computer complex, thus continuity of 1nformaticon and
data integrity are lost.

Many organizations still operate in an environment where che
certralized develocpment center governs transaction oriented =vstemes

ard users have limited technical =:xpertise. Applications ternd to oe

simpiified vyet specializad. The wssers oftern lack the clout within
the orgamization to voice or act on any dissatisfaction they teel

about  the system. The simplicity of the applicaticons and th

il
+

f
n

ot expertise among end users aliows the centralized department o
maintain & tignt grip on computing systems. It trains and supports
uzers  and distributes single, centrally developed verziors  of

sottware. To minimize response htime should be the contraliing

2lement not cost when deciding how to meet users’ needs.

Thizs anvironment suffers from  several buillt—in prof.sms,

First, the user may =pend tke bulk of their day werking witn the

[8

computers  bueit they have little control over how they cperat=

Ccompanez thah base =zervice on miramizing costs orten creats  icnag
vacii1ogs tor usesrs who seek to have programs updatsd aor sodivi=d.

Tsen o when cosht 1= net an 1ssue 3

i

i maryy,  government  agencies.

“herse 1= = resiztance for upgrading S2cponsiveness to LIEr . R
TZar W= that too manv erzizcoes 2t zann apphiwwation mar wndsrmire
ioftware  conmisterncy, Backlogs and iack of recponsiverness Drosa
Porcss toment. loimatel, ., bhe  claseic intormation svyskewns oitletina

east s fazed. Should the centralized dezpartnent epand oo




programming staff to make it more respansive to users needs? Or
should it accept the user’ growing confidence by loosenming control
aver applications while requiring conformity to data and
communications standards. Once users reach a critical mass of
restlessness, the status quo is almost impossible to maintain.
Developers need to work closely with users when writing
programs and discourage features that might interfere with the
companyﬂs broad computing goals. Central computing centers can act
as software librarians, maintéﬁﬂng pregrams and  sSwapping
aoplications betwesen officese and departments. Central departments
also must play a mediating role as offices and divisicns vie for
limited rescurces. Scarce programming resources, particularly for
maintaining =xisting applications, are a great scurce of instability.
Although a centralized facility can define develoomsnt
procedurss  In principle, in practice frustrated uwusers hhrzaten
orogram consistency 1n several ways., Users hire consultants  with
or wnthout acthorization and write programs or entire applications
that do not follow gusdelimnes. The availability of low cost, of+t tﬁe
If software z2lsc causes inconsistencies. Ussrs create datapases
=G filee that do not meet standards, thus becoming 1ncompatible

with  exmistamg  programs  cor  networl  software. The ot

[}
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s=2lu=bdDle information can introduce inaccuracies into corporate wice
data ETal] jeopardize the smooth functionirng of strateqglc

tions.
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Orgamzationral subunits will differ in goals, time
perspectives, interpersonal relationships, and structure.
Uncertainty 1in setting priorities has motivated user group managers
to seek control over all system services they see as  critical to
their operations. When it appears practical and =sconomic, manacers
who feel sufficiently competent wiil have cstrong motivation o
cocntrol and 2ven to run their ocwn data processing groups.

Fower to make decisions oftern rests at the level where

infarmaticn accumulates and analysis occurs. Since nfoomation

i
n
!

3

support 1s a necessary condition for esffective paower, manager
usa distributed information systems strategically to bkolster the
suthorit,y of =system users in the organizat:on.

The specialization of computer applications, causes many

Jrgamzations to over look potential, and more general, rolez  for

informaticn systems. Information are not s:npls labor
zzaving devices that support the activities ot pecple 1n gne or more

departmertse. They are conircl and coccordination devices that should

fit an orcamization’'s formal structure and  sinplity  achievement  cof

Careful attention must go into planning the arrangement o

the data processing resources that dewelop and cperate ntormanicn
/=tems. Zentrel of  activihies must be  applicable 10 =itre:
develicomentzal or  gperational  envirgnments. Accessing cata as =
Jdevelopmental activity usuelly represents managements gesires.

Aowever, the, place restricticns en tha binds ot data rhat will be

coilected arnd Lzed wthin the sustem.

—~—




Management can control and coordinate activities not ocniv
by direct supervision but also by establishing comprehensive

guidelines or standard operating procedures. The control of the

technical concerns of database administrators is a typical e:zanple.
Their responsibilitiss —an be either centralized in an indivicdual cr
2 Qroup. They can be decentralized but constrained by centrally

Jjesigred <standards, or they can be decentralized with virtual

[

independence. In the future, the second approach probably

hecome 1ncreasingly more important. Therefore, the data processing

manager can defime comprehencsive standards that can be en

“t

croec oy

Lt3p managers or a highly placed steering committee. These
standards Zan be used in a decentralized organization to  protect

the data processing department from exceccsive control by

o] e ser,
Central preocessirng units  are becoming cheapsr a2z She

hecome more powerfil. Although these may bhe somewnat 1ne;persi.e

o maintain redundant peripnerals that may sit idle a gozd =ro ot

Rl

the ftime 1= not cost effel tive, with distributed proces=zing.

—caruniZations Costs alss mas Increase as  all  rode
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¢ aware, 1ntegrity errors  can Sccur trom
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wrtortonately, the discrespancy 13 mot often ceaugbht when 1T
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Trhe need to establish gtandards has been discussed, but
needs to oe reemphasized. Distributed processing demands adhisrance
to standards as multiple systems interact in the course of thair
activities. We must agree upon the definition faor data elements. &
way to maintain data, whether adding, changing or deleting data s
nacessary. And, we need to ensure redundancy or recovery
f.les 1f altered or lost. Our most crucial concern
consisterncy on any distributed system is critical.” (18:67)

The distributed envirocnment 1= here to stav and suppDicris

the 1gea of decentralication. Clearly, there needs to be a ceniral

ot

autbhcrity o ernsure that the distributed envirgnment car funchicon

and maintain integrity. This becomes <ritical for  the

emcioved and the data tc be shared.
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SUMMARY
Information 1s  our

A

FTER VIII

AND CONCLUSIONS

most precious resource.

AS 3Uuch,

‘Alue

the

4.
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perceptions of the initiator and the recipient decide the v

data and infcrmation. When we consider the value f informaticon. we

The

+ind that it has truly unigue characteristics. same 1nformaticn

ad

a different wvalue to difterent pecple simultanecusl.

difrerent value over time. For example, the =same o1z of

information may be perishable vet timeless. Consider the date ang

the invasion of Mormandy. 7o the plamners of the invazion

1

n

-
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informaticon secure represented the possible o

1Cn. To a German soldier lvirg 1n &  forhale on

Normandy, krnowing the datz ard time of po=szibls

To historian the ¢

by
il

coulid mean life or death.

=1

a point of passage or turning point for humanit..

irmcegrity i a computer sycstem deals wnth the consistenc..
autwracy and re2hability of information and cur ability to creats an
environment e manage 1t Data antegrity 1= Cconce2rnea with e
LZwest elazment ot the anformation chain. ret, we must oe saars
Lhal 1R 12 possible to have data  integrity  and  not  wnformatior
e grats. Czta elementz  comprise  inforrahicn. By zdding o,
_nenging, or deletirg the data element, we alter fthe anearirg o

waFormation.




Traditicnal security considerations provide a starting point
for the discussicn of integrity issues. We need to have a general
apcreciation for 1nformation security. We need to recogrize that
threats to informational integrity are more likely to occur  from

accidental or unintentional events. Yet, keep in mind the potential
ror unauthorizred access, moditication and destruction of data.

You can take every precaution and still suffer unauthcrized

iistribution aof data, misuse c+ information, accidental
dissemination, or malicious destruction. No stand alone
computer systems, l1lbocal area networks, minicomputers, or

mainframes are ever completely safe. All vou can do is reduce
the chances and minimize the damage. (1Z2:141}

We must begin proper security  controls. They include

contrele in the physical realm, the buildings, the rocms=, and :re
terminais. We need to have access contrels, not only to the =.stem

cut  the data that can be obtained through the svstem. These
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access  controls need toc be  supplemented  withh aw
procaedures. We amust have database and database management = rs=tem
crocscticrn. wWe must protect the cornectivity of cur  weri zha—icn.
the networks. ard communications that support ocur systems. £ro. we
mezt institute the management controls to ensure the 1nteorit. oT
e anformaticon envvironment.

Twe oriticzl points coms to mind. une, the INFOFNRTICH
retwort will automahtizaill y contaim arrors 1r stardards and l=.slz of
recisior do not e.nst. Secondiv, without the authorit, o entorce

e stamdards developed, theéere 1z no need for- the standard.

th




The distributed environment is where computer use 1s moving.
This environment encompasses processing and databases whict calis
for the decentralization of our comput=r support corganizations. UWe
neaed to be deliberate in our movement away +rom centralized 1csas
and ensure that the proper controls are in place tc guarsantes
integrity of data and information.

bie must loeck at the ways we store and retreve data. se

zizo must be sure to have the right mix of discretionary and
mandatory  access  controils  in place. Correctness of data 1= the
crinary concern of data integrity in the database manzgessnt sence.

Vet, 1n the distributed environment, concurrency and access —ont-ol
ara cericus problems. In order to provide the real-time processing
and access we decire, we must sclve these problems.

Metworks provide us hthe paths to data and proces=ing  that

mera  unzthalnable Jjust 2 scant few yvears zazgo. bHumerous oroblems

ihreatsn the sanctity of ouwr dabtza, specitically, those coints that
viter face wntihh the terminael. the network, and the commumications
an/irornment,

bl muzt recognize that informaticon 1= an asset. az saluabue,
arad a3 well worth protecting as any other bind  of  propert.. W
mest  aszess  the threat to this az=zet. uWe nmeed to determire bz

fimds of anformatlioe arae culnerasle, Lo what binde of  bthareats

SO wiom. Fimally,  we mast chcese the right techniguezs =g
technology to mest bhoe specific bhreat and challenge  of 2= o
dafLrmation nteigrit s,
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GLOSSARY

ODRMS Database Management Sycstem

Dol Department of Detense

179 Input/Output

LAN Local Area MNetwork

FC Fercsonal Computer

REA Femote Data Access

SGL Structured Cuery Language
~da-—




